Ipunoxenne No2. Hadopmannonnag NamMATKa 15 o6yqaromuxes AJISl pasMemenns xa
opHIHANLHBIX I/IHTepHeT-pecypcax

8 KaxX1em rogom MOJIOneXxu B HHTEpHETE CTaHOBUTBCS GOHBIHG, a IIKOJIbHUKU OOHH U3
CaMBIX aKTHBHBIX nome3oBareneit P YHETa. MC)KI[y TCM, NIIOMHMO oOr POMHOTrO KolIHnyecTsa

BO3MOXHOCTEH, HHTepHeT Hecer ¥ npobieMbl. dta mamstka JOJDKHA IIOMOYE TeGe 6e3omacHo
HaXOIUTECS B ceTy.,

KOMnbiomeprze 8UDYCbI

OLIOJIHEHHE K 3ToMYy, BHDYCBI MOTYT MOBpemuTs Min TIOTHOCTBIO YHHYTOXHTE Bee baiiner u
A@HHBIE, IOIKOHTPOILHEIE [I0JIb30BATENIO, OT HWMeHHu KOTOporo 6ei1a 3amymena 3apakéHHas

METOlIBI 3allUTEI OT BPEOHOCHEIX nporpamm:
1.

Hcnons3yit copemennge OTEPalOHHbIE CHCTeMEL, HMEIOIuUe CephésHslit ypopens
SaIlIATEL OT BPEMOHOCHEIX IpOrpamm;

2. Tlocrosmno YCTaHaB/IMBai mayry (uudposrie 3allJIaTKH, KOTOpHIe aBTOMAaTHYECKY

TBOEM e€pCoOHanMbEHOM KOMHBIOTepe;

4. Ucnong3yi aHTHBUDYCHBIE IIPOrPaMMHbIe TIPOXYKTHI U3BECTHRIX IIpou3BoHTENEH,
ABTOMAaTHYECKHUM OOGHOBNIEHHEM Oas;

Orpannys husmrueckui AOCTYII K KOMIIBIOTEPY 15t TIOCTOPOHHHX JiuIy;
6. Hcrnomszyit BHCIIHHE HOCHTEH MH(OPMAIMH, Takue xax $nemxa, nuck wm daitn u3

i

Haxe Te daiiner, KOTOpeIe mpucnan TRoif SHaKoMem. Jlyume yroymy Y Hero
OTIIPaBIISLT T OH Tebe px.

Cemu WI-FJ

BBICIIHH 3BYyKOBOjt Texuuxu Hi-Fi, yro g nIepeBoxae 03HauaeT «BBICOKAs TOYHOCTEY).

CoBeTsr o Ge3onacHocTy pabore B odwenocTynapx cetax Wi-fi:




1. He nepemasait croo THYIHYI0 HHQOpMAaITHIO 4epe3 obmenocrymusie Wi-Fj CeTH.
Paboras B Hux, XKCJIATeIbHO HE BBOIUTE TIapONH ROCTyIa, JOTMHBI M Kakue-to
HOMepa; ‘

2. Vcnoms3yit u o6H0Bsi AHTHBUDYCHBIE IPOTrpPaMMEI H Oparnmayep. Tem camsng TBI
obe3omacumms ce6s or 3aKaYKH BUpYca Ha TBOe YCTPOHCTBO;

3. Tlpu wucnmonb3oBanmy Wi-Fi orkmoun bynkumo «O6mmi AOCTYnl X daiinam pu
IpuHTepam». JlanHas ¢ynkmous SaKphITa 10  YMOJYaHWIO, OFHAKO HEKOTOpEIE
[IONIE30BaTEeH AKTHBUPYIOT & 11 ynoGcTBa Henonb30Banws B paboTe uin yyebe;

4. He HCIIONB3YH myOnuunbii WI-F] IS IepeNavnl JTUYHBIX A@HHBIX, HalpUMep s
BBIXOZIa B COLIHANIBHEIE CeTH MK B SNIEKTPOHHYIO 110YTY;

5. Hnons3syit Tompko 3alIICHHOE COeMHEHNAE Yepes HTTPS, a ne HTTP, t.e. npu
Habope BeG-anpeca BBOZM UMEHHO «https://»;

6. B mMobmimrom TelneQoHe  OTKIOUH GyHK1IHIO «Ilomxmouenne k Wi-Fi

aBTOMaTHyeckuy. He AONyCKai aBTOMaTHYECKOro IOAKIIOYCHHUS yCTpolicTBa K CEeTSIM
Wi-Fi 6e3 tBoero coriacus.

&
Coyuanvuvie cemy

OCHOBHLIC COBETEI 11O 6630HaCHOCTI/I B COMaAILHBIX CEeTAX:

1. Orpanmas crmcox Apysed. YV Tebs B APY3bAX HE MOJKHO ObITH CIYyYalHEIX u
HE3HaKOMBIX Jmozieit;

2. 3ammmait cporo HaCTHYIO ku3Hb. He ykasnsai Tapom, Tenedonsl, ampeca, ary

Inexmponnwvie denpeoy

OIIeKTpoHHEIe MeHpry — 9TO OY€Hb YNOGHEIH crocob my

aTexeH, omrako CYIIeCTBYIOT
MOIICHHUKH, KOTOPEIE XOTsT IIOJIYYUTE 3TH feHBIy,

=34 3TOro Bo MHOTHX



OneKTpox
TIOIIy9EHUIO 3JIeKTPOHHBIX COOOIEenHH, KOTOpEIe pacnpenensiorcs KOMITBIOTEPHOH ceTy,
O6bramo SJICKTPOHHBIH  OYTOBE MUK BBITVISAT ClICAyrommM  o6pazom:

PIMX_HOIILSOB&TCJISI@I/IMH_}IOMGHa. Taxoke  xpome fiepefiatn  mpocToro Tekcra, HMeeTcs
BOSMOXHOCTS ItepenaBath (aifsy.

KO, IpucChUTaeMBIH 10 SMS;

4. Bsibepn CJIOXKHBIA 11apons. J{ig K&XIOro mouroBoro simmxa MODKeH OBITH CBOlL
HaNeXKHbBIH, yCTONYHBELH K B3J10My 1n1apois;

5. Ecnm ecrs BO3MOXHOCTb Hamcars CaMOMy CBOH THYHLI BOTIpoC, Hemoms3yii sty
BO3MOXKHOCTE;

allpecaraMy, KOTOpbiM Tp AOBEPACIIL.  DTO  3MeKTpoHHEL azpec He Hano
HCIIONB30BaTh Ipy PeTHCTpanmy Ha hopymax u cairax;




Kubepbynnunz uny supmyanernoe usdesamenvcmeo

Kubepbynmuar — IpecnenoBanme coobmennsmuy, Ccomepxaimumu OCKOpOIeH s,

arpeccHIo, 3amyrupanpe; XYIHTaHCTBO; ComHanbHOe GoltkoTupoBanue ¢ TIOMOINBIO pa3nuygpk
HHTEPHET-CepBHCOB,

1. He 6pocaiics & 6oj. Jyummit crioco: TI0COBeTOBATECS Kak cebs pecTy H, €CIIH Her
TO

2. Yupapusit ceoeit Kn6eppenyTanHe171;

3. AHommMEHOCTS B CeTH MHEMast. Cymectsyior CIIOCOOB! BBIACHHTS, KTO CTOHT 3a
aHOHHMHBIM aKKayHTOM;

4. He crour Becru XYTUTraHCKHH 06pa3 BUPTYaIbHOM SKU3HK, Hnrepner dukcupyer pce

aJpecos;
8. Ecmm T CBUICTENs  KHGepOyminura, Teou peiicTrus: BRICTYIIUTE  npoTHs
TpecnenoBarens, mokasary, €My, YTO €ro peiicTeug OLCHUBAIOTCS HeraTusHo,

TONIepXkaTe  xkepray, KOTOpO# Hy»xHa IICHXOIOruYeckas IOMOIB,  COOBIHTE
B3POCIBIM 0 pakTe arpeccupHoro TIOBE/ICHHUS B CeTH,

Mobunvorw menegon

CoBpemennsie CMapTGOHE ¥ ImraHmers CONCPXAT B ceGe Bmome B3POCIIBIH
bynknmonan, g TCIePs OHH MoryT KOHKypHpOBaTh co CTallHOHAPHBEIMK KOMIIBIOTepamy,
Ozmaxo, cpencrs SaLMMTEI 171 110106 HbIX YCTPOHCTB moKa ouens majo, Tecruposanue y TIOHCK

3alUINEHHOCTE.

IIaJIeKO HE Bce [Ipou3BoTUTE IH BBITYCKarOT OﬁHOBJ’ICHHH, BaKpLIBalOHII/IC KPHTHYeCcKHe
YA3BHMOCTH 1A CBOMX YCTpoO¥icTB.

OcHoBHEIe coers; s 6e3onackocTy MOOHIEHOTO Tenedona;

1. Hwuyero ge SBJISeTCH To-HacTosmemy OecriatHe, Byns OCTOpOXeH, Bepp Kornaa
Tebe mpennararor OecrinaThp; KOHTEHT, B Hem MOTYT OFITE CKDBITBI Kakue
ITaTHEIe yonyry;

2. Hymaii, Ipexne yem OTIpaBuTE SMS, boTo umm Buzaeo. TrI Toyng 3Haes, rye
Oyayr B KOHEYHOM HTOre?
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5. He 3arpy»ail IpHIOKEHUS OT HEM3BECTHOTO HCTOYHHKA, BeJb OHH MOTYT COJEPIKaTh
BPEIOHOCHOE IIPOrpaMMHOE 00ecTieueHHE;

6. Ilocne Toro xax THI BEIAJENE ¢ caifTa, rie BBOAUI JIMYHYIO HHPOpMALUIO, 3aii1u B
HacTpoiiku Gpaysepa u ynanu cookies;

7. Ilepmoxudecky IpoBepsii KaKue IUTaTHIE YCIYTH aKTHBUPOBAaHEI HA TBOEM HOMEDE;

8. Mlamaii cBo¥f HOMep MOOMIBHOrO Tele(oHa TOJHKO JIOAAM, KOTOPBIX THI 3HAEIb U
KOMY JOBEpsIeIIb;

9. Bluetooth momkeH ObITH BBIKJIFOUEH, KOrja Thl MM HE Mosb3yembes. He 3abbiBait
MHOTJA [IPOBEPSTH ITO.

Online uzpwvi

CoBpeMeHHBIE OHJIAMH-UIPBI — O3TO KpAacOYHBIe, 3aXBATHIBAIOIIHE pa3BJICYECHHS,
0OBENMHSIONME COTHU THICSY YENOBEK IO BCeMy MHPY. VIrpoKH HCCIeAyIOT JaHHEIA UM MUD,
obmaroTes Apyr ¢ JpyroM, BBIIOJHSIOT 3a[aHus, CPaXKAIOTCsl ¢ MOHCTPAMY U IOJNYYAIOT OIIBIT.

3a YAOBOJIBCTBHE OHH IUIATAT. IIOKYIIAXOT JHUCK, OIJIAYHMBAIOT abOHEMEHT WM npno6peTa10T
KaKHEC-TO OITIIHH.

Bce atm cpeactBa MAOyT Ha moOAmepKaHWE M pPa3sBHTHE HIPHL, a TAKXKE HA camy
0e30macHOCTh: COBEPIIEHCTBYIOTCS CHCTEMBI aBTOPHM3Aal[MHM, BBITYCKAIOTCS HOBHIE IATHH
(urbpoBEsIe 3aTUIaTKH IS IPOrPaMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nomoOHBIX Hrpax CTOHMT ONacaTbCsi HE CTOJNBKO CBOUX COICPHUKOB, CKOJIBKO KpaXke
TBOCTO ITapOJisi, HA KOTOPOM OCHOBaHa CUCTEMa aBTOpH3allHHU OOJIBIIMHCTBA HIp.

OcHOBHBIE COBETHI IO HE30MACHOCTH TBOETO UTPOBOTO AKKAYHTA:

1. Ecnu npyroi urpok BezieT ce6s II0X0 WM CO3kaeT TeGe HeNpUATHOCTH, 3a610Kupyi
€ro B CIIICKE HTPOKOB;

2. Tloxanmyiics amMMHHMCTpaTOpaM WIPHl Ha I[UIOXO€ IOBEJCHHE OJTOrO HIPOKa,
XEJIaTeIbHO IPHIIOXKUTE KaKHe-TO J0Ka3aTe/IbCTBA B BUIE CKPHHOB;

He yka3pIBaii TH4HYy0 HHPOpMALHIO B ipodaiiiie urps;

YBaxail QpYruxX y4acTHHKOB IIO UIpE;

He ycranasnusait HeopuuuaapHble NaTYH U MOJIEI,

Hcnone3yii c1o)xHBIe B pa3sHbIe IAPOIIH;

Jlaxxe BO BpeMs MIDHI HE CTOMT OTKIIOYATh aHTHBHpYC. IToka THI Hrpaems, TBOM
KOMIIBIOTEP MOTYT 3apa3UTh.

N w

Duwiune U Kpaxea J1UdHbIX OGHHBIX

OObrHoM Kpaxel JeHer W NOKYMEHTOB CErOAHS yXe HHKOrO He yAHUBHINb, HO C

Pa3BUTHEM HHTEPHET-TEXHOJIOIUM 3JIOYMBIIUICHHUKHA IIEPpEMECTHIMCE B UHTCPHET, U
NPOJOJDKAIOT 3aHUMAThCS (JTFOOMMBIM) JACJIOM.

Tak nmosBunace HoBas yrpo3a: UHTCPHET-MOUICHHHUYECTBA HWJIH Q)HIHHHF, TrJIaBHas LEJIb
KOTOpPOro COCTOMT B MOJIYYECHUU KOH(I)HIIEHIIHZUIBHI:IX JaHHBIX II0JIL30BATENIE — JIOTHHOB H

naponed. Ha anrmuiickom sspike phishing unraercs xax ummmnr (ot fishing — pri6uasg noss,
password — mapons).

OcHOBHEIE COBETHI 10 GOPBGE ¢ HHIIHHTOM:

1. Cnemm 3a cBomM axkayHToM. Eciu ThI MOJO3pEBacillb, YTO TBOS aHKETa ObLIA

B3JIOMaHa, TO HEOOXOMMMO 3abIIOKHpOBaTh €e M COOGIIMTH aJIMUHHCTpaTOpam
pecypca 06 3TOM KaK MOXHO CKOpee;




2. Hcnonssyit  6GesomacHbie BeO-caiiTh, B TOM 9UCJIe, WHTEPHET-MAarasuHoOB M
IIOUCKOBBIX CHCTEM;

3. Hcnons3yit cnoxusie u pasueie naponu. Takum oGpasoM, ecnu Tebs B3JIOMAIOT, TO
3TIOYMBIIIEHHAKH I10JIy9aT JOCTYII TOJIBKO K OZHOMY TBOEMY IPOQUIIO B CETH, a He
KO BCeM;

4. Ecnu tebs B3nomamm, TO HEOOXOMMMO IPENYNPEeNHTh BCEX CBOMX 3HAKOMBIX,

KOTOpEIe 100aBieHk! y Te6s B APY3bsX, 0 TOM, 4ITO TeOs B3JIOMAIH M, BO3MOXKHO, OT

TBOETO UMEHM OYZIET pacChUIATHCS CIAM ¥ CCBUIKH Ha unmHrOBEIE CalfTHL,

YcranoBH HageKHEIH Tapos (PIN) Ha MOGHIBHBIH Tenedow;

OTkimoun coxpanenue naposis B 6paysepe;

7. He orkpbiBait daitnsr u APYTHE BIIOKCHUS B NHUCHMAaX AKE €CIH OHY NPHLLIHA OT
TBOMX Jpy3eH. JIydine yTo4Hy y HEX, OTIIPABIAMH T OHU Te6e 9TH Gaibl.

o>

Hugpposas penymayus

[ludposast penyranus - 510 Herarusmas WK IO3UTHBHAS MH(POpPMAIHS B CETH o Tebe.,
Kommnpomerupyromas HHQOpManus pa3MeleHHas B MHTEPHETE MOXET CEePbe3HBIM 06pa3om
OTPasHTBCSA HAa TBOEH pealbHOH KH3HH. «{udpoBas penyramusy» - 310 TBOl HMHJDK, KOTODBIH
dopmupyercs u3 mEbOpMaIHH 0 TeGe B HMHTEpPHETE.

TBoe mecto xuTenscrsa, y4eObl, TBO€ pHUHAHCOBOE TIOJIOXXCHHE, OCODEHHOCTH XapakTepa
H pacCKaskl O OJIM3KUX — BCE 3TO HAKAILIUBACTCS B CETH.

MHuorre noxpoctky JerkoMbcnerEO oTHOCHTCS K nyONMKaumy THYHON HE(OpMAIHY B
WHTepreTe, He MOHMMAs BO3MOKHEIX mocnencTeuid. Thl naxke He CMOMKEIIb OTafaThes o TOM,
4T0 otorpadus, pasmermennas 5 et Hasaj, cTana NIPUIUHOM 0TKa3a NPHHSTH Te6s Ha pabory.

Kommenrapun, pasmemenne TBomx dororpadmit u napyrme neiicTBHs MOI'yT He
MCHESHYTb JiX€ TOCHe TOTO, KaK Thl MX ynammmb. Thl He 3HAaellb, KTO COXPaHMI 3Ty
MH(OPMAIIHIO, 1IOTIAIA JIH OHA B [IOHCKOBEIE CHCTCMBI H COXPaHWJIACh JIH OH4, A TNIABHOE: 4TO
[OAyMaroT 0 Tebe OKpyXKaromee Jom, KOTOpBIC HAaWAYT U yBHAST 3T0. Haiitu HHDOPMaNHIO
MHOT'O JIET CIIyCTS CMOXET JIIOGOH — Kak u3 HOOpBIX MOGYXAEHUH, Tak u ¢ HaMepeHHeM
TNIPUIMHATE BPEA. ITO MOXKET GBITH KTO YTOLHO.

OcHOBHBIE COBETHI 110 3armuTe uudpoBo# penyTarmu:

1. Tlomymaii, npexzae 4em uto-To nyOIMKOBATh U IepesaBaTh y cebs B Giore WK B
COLMAIBLHOH CeTH;

2. B Hactpoiikax IIPOGUIIA YCTAHOBH OTpaHAYEHHS Ha IIPOCMOTP TBOEr0 MPOQHIS U ero
COACPIKUMOTO, CNIeNaii ero TOJIBKO €I Apy3eiy;

3. He pasmemaii u ne yKa3biBaii HH(pOpManuro, KOTOpast MOXET KOro-mbo ocKopOsTs
WK O0MKaTh.

Aemopckoe npaso

CoBpeMeHHbIE  INKOIBHEKH— AKTHBHBIC TONB30BATENH LHUPPOBOro IPOCTPAHCTBA.
Onnako naneko me Bce SHAKOT, YTO I0/Ib30BAHHE MHOTHMY BO3MOIKHOCTSIMH uppoBoro mupa
TpebyeT cobmoneHus [IpaB Ha HHTEIUICKTYaIbHYIO COGCTBEHHOCT.

TepMHH ((PIHTCJ'UICKTya.TIBHaﬂ COGCTBCHHOCTB» OTHOCHTCA X PasIMYHEIM TBOPCHHUSAM
YEIIOBEYECKOTr0 YMa, Ha9YHHAasg ¢ HOBEIX I/I306peTeHI/II71 H 3HaKoB, 0603Haqa}omnx CO6CTBCHHOCTI>

Ha TPOLYKTBI M YCIYyI'M , M 3aKAaHYHBAS KHUTamMH, ortorpadusmu, KUHOQHUIbMaMH u
MY3BIKJIBHBIMY TIPOH3BENCHUSIME.



ABTOpCKHE IpaBa — 9T0 Ipasa Ha HHTEJUICKTYalbHYI0 COGCTBEHHOCTD Ha IPOU3BENCHUS
HayKu, TUTCPaTyYphl H HCKYCCTBa. ABTOPCKHE IIpaBa BLICTYNAIOT B Ka9€CTBE FAPaHTHH TOTO, 4TO
MHTCIUICKTYaNbHBIA/ TBOPYECKHH TPy aBTOpa He Oyzer HanpacHbIM, macT emy CIPaBEUIHBEIC
BO3MOXHOCTH 3apa00TaTh Ha Pe3yiIbTaTaX CBOETO TpyZa, MOIYYHTh U3BECTHOCTH M NPH3HAHHE.
Hukro 6e3 paspemenus dBTOpa HE MOXKET BOCIPOM3BOUTH E€I'0 IPOU3BEICHHE, PacIpoCTpaHsTh,
IYOIMYHO JEMOHCTPHpPOBATS, IpOTiaBaTh, MMIOPTHPOBATH, ITyCKAaTh B IIPOKAT, IIyOIHaHO
HCIIOJIHATS, IOKa3BIBATH/UCTIOIHATE B Sbupe wiu pasmemars B MHTepHETE.

HCHOHBSOB&HHC «ITHPATCKOIO» IIPOrPaMMHOT0 00€eCIIeYeHUS MOJXET IIPHUBECTU K MHOTHUM
PHCKaM: oOT IIOTEPU HAHHBIX K TBOHUM aKKayHTaM oo 6JIOKI/IpOBKH TBOEro YCTPOﬁCTBa, rae
YCTaHOBJIEHHBI HeE JierajibHas IporpamMma. He crourt TakKxe 336LIB3.TB, 4qTo CyLIECTBYyET
JlerabHele 1 OecruiaTHbIe IpOrpaMmei, KOTOpBIE MOYKHO HAaHTH B CETH.

O nopmane

CereBuuok.pd) — TBOM rIiaBHBIH COBeTYHK B CeTH. 31eCh THI MOXEWb Y3HATH O
6e30macHOCTH B CeTH NOHSTHEIM H AOCTYIIHBIM SI3BIKOM, & IIPH BO3HHKHOBEHMH KPHTHYECKON
CATYallMH OOPaTHTBCS 3a COBETOM, A Tarke TIpUHATE Y4aCTHE B KOHKYPCaX H CTaTh CaMbIM
UU(POBBIM rpakaHrHOM!




